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Easy to use, GUI based management provides perfomiance and security. 

Reliable disk based backup and recovery, along wirji Snapshot capability enable fast and reliable 
backup and restore. 

Easy to implement remote Replication, at block or volume level enables cost-effective disaster recovery. 

IP based storage management combines NAS and iSCSI functionality for centralized storage 
and storage consolidation. 
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Synchronous Volume Replication with Failover with Multipath QpCf7-£ 

To set up Volume Replication with Failover with Multipath, 

PERFORM THE FOLLOWING STEPS: 

1 . Hardware configuration: 

• Settings server names, ethernet ports on both nodes. 

2. Configure the Secondary node: 

• Create a Volume Group, iSCSI Volume 

• Configure Volume Replication mode (destination mode) - settings mirror IP address 

3. Configure the Primary node 

• Create a Volume Group, iSCSI Volume 

• Configure Volume Replication mode (source mode) - settings mirror IP address, creating Volume Replication task and start 
replication task. 

4. Create new target on Secondary node 

5. Create new target on Primary node 

6. Configure iSCSI Failover (primary and secondary node, unicast) 

7. Configure virtual IP and Auxiliary connection 

8. Start Failover Service 

9. Test Failover Function 

10. Run Fallback Function 

1 1 . Configure MPIO on XenServer (49-74 slides) 
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Storage Client 

IP Address : 192.168.10.251 

IP Address : 192.168.20.251 

(Multipath - Round Robin) 



Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 
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Port used for WEB GUI management 
Auxiliary connection (Heartbeat) 

IP:192.168.0.230 ethO 




Storage Client Access, Multipath 
Auxiliary connection (Heartbeat) 

IP:192.168.1.230 ethl 

Storage Client Access, Multipath 
Auxiliary connection (Heartbeat) 

IP:192.168.2.230 eth2 



Volume Replication , 

Auxiliary connection (Heartbeat) 

IP:192.168.3.230 eth3 



c-i 






Switch 1 





Switch 2 




Virtual IP Address: 
[ 192.168.10.250 (iSCSI Target) J 



Virtual IP Address: 
[ 192.168.20.250 (iSCSI Target) J 




iSCSI Failover/Volume Replication 



7 



PING NODEs 

IP Address : 192.168.1.106; 192.168.1.107 
IP Address: 192.168.2.106; 192.168.2.107 



Data Server (DSS2) 

Secondary node 

IP Address:1 92.1 68.0.240 
open-e 






Port used for WEB GUI management 
Auxiliary connection (Heartbeat) 

ethO IP:192.168.0.240 

Multipath, Storage Client Access, 
Auxiliary connection (Heartbeat) 

ethl IR192.168.1.240 

Multipath, Storage Client Access, 
Auxiliary connection (Heartbeat) 

eth2 IP:192.168.2.240 



Volume Replication , 
Auxiliary connection (Heartbeat) 

eth3 IP:192.168.3.240 



Note: Direct point-to-point connection is recommended for the volume replication. 



www.open-e.com 



Synchronous Volume Replication with Failover with Multipath OpCHS 



open-e 




Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



1. Hardware Configuration 



After logging on the DSS V6 
please go to „SETUP" tab, 
..network" and ..Interfaces". In 



„Server name" function enter 
Server name, in this example 
„dss2" and click button. 

(All connections will be 
restarted) 
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ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION 



MAINTENANCE 



You are here: SETUP ► network ► Inte 



rt^ f Interfaces ^ r ? 



iSCSI Failover H r ? 



-O ethO 
-© ethl 
-0 eth2 
~0 eth3 



Server name 



Server name: 
Comment: 



dss2 



Data Storage Software 



Please apply changes or press "reload" button to discard 



Info 

Please do not change the hostname unless it is absolutely necessary, as 
changing the hostname can cause serious issues with several advanced 
functions (such as iSCSI failover). This function requires server restart. 



Hostname: 
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Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



1. Hardware Configuration 



Next select ethO interface and 



change IP Address from 
192.168.0.220 in field IP address 
to 192.168.0.240, and click 
button. (This will restart network 
configuration). 
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ENTERPRISE CLASS STORAGE OS for EVERY RUSINESS 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION MAINTENANCE 



STATUS HELP 



You are here: SETUP ► network ► Interfaces ► ethO 



ethO 
-6 ethl 
-0 eth2 
-C eth3 



iSCSI Failover Hf? 



-O ethO 
HD ethl 
-O eth2 
— O eth3 



Interface info 



Broadcom Corporation NetXtrerne BCM5705 Gigabit Ethernet (rev 03) 



IP address 



/j\ Warning 

Warning! You are currently connected through this interface. 



(T 



F Active 
MAC: 

*" DHCP 
Static 
IP address: 

Netmask: 

Broadcast: 

Gateway: 



00:E0:81:58:4F:C3 



192. 16S. 0.240 



255.255.255.0 



Please apply changes or press "reload" button to discard 
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Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



1. Hardware Configuration 



Now select ethl interface and 
change IP address from 
192.168.1.220 in field IP address 
to 192.168 .1.240 and click 
button. 



and eth3 from 192.168.2.220 and 
192.168.3.220 to 192.168 .2.240 
and 192.168 .3.240 accordingly. 
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ENTERPRISE CLASS STORAGE OS for EVERY RUSINESS 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION MAINTENANCE 



STATUS HELP 



You are here: SETUP ► network ► Interfaces ► ethl 



Interfaces % r ? 



-O ethO 
ethl 
-O eth2 
-O eth3 



iSCSI Failover H r ? 



—3 ethO 
-O ethl 
-0 eth2 
~0 eth3 



Interface info 



Intel Corporation 82557/8/9/0/1 Ethernet Pro 100 (rev 10) 



IP address 












t* *? 


F Active 
MAC: 

C DHCP 
S Static 
^ IP address: 

Netmask: 

Broadcast: 

Gateway: 


Pie 


3se 


apply char 


ges 


or 


00:E0:81:58:4F:C5 


| 192. 16S. 1.240 


| 255.255.255.0 


| auto 


1 1 




press "reload" button to discard 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



1. Hardware Configuration 



After logging on the primary 
node please go to „SETUP" 
tab, ..network" and 
..Interfaces". In „Server name" 



function enterServername.il. 
this example enter dssl and 
click button. (All 

connection will be restarted). 
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ENTERPRISE CLASS S'UiAGE DS for EVERY EL i 



DATA STORAGE SOFTWARE V6 



CONFIGURATION 



MAINTENANCE 



You are here: SETUP ► network ► Inte 



Interfaces \ r f 



iSCSI Failover ^ ft ? 



-O ethO 
-O ethl 
-0 eth2 
— C> eth3 



STATUS 



Server name 


tv r J 


Server name: 
Comment: 




dssl 


| Data Storage Software 


Please apply changes or press "reload" button to discard 



Hostname 


t* r 7 




A Info 

Please do not change the hostname unless it is absolutely necessary, as 
changing the hostname can cause serious issues with several advanced 
functions (such as iSCSI failover). This function requires server restart. 




Hostname: Q | dssA000003l 







DNS settings 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



1. Hardware Configuration 



Next select ethO interface and 



change IP Address from 
192.168.0.220 in field IP address 
to 192.168.0.230, and click 
button. (This will restart network 
configuration). 
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ENTERPRISE CLASS S'UiAGE DS for EVERY EL i 



DATA STORAGE SOFTWARE V6 



CONFIGURATION MAINTENANCE 



STATUS 



You are here: SETUP ► network ► Interfaces ► ethO 



Interfaces *i ? 



etho 
-q ethl 
-^0 eth2 
-o eth3 



J$ iSCSI Failover \ r ? 



-O ethO 
-O ethl 
-O eth2 
— C> eth3 



Interface info 



Intel Corporation 82571EB Gigabit Ethernet Controller (rev 06) 



IP address <> ? 




A Warning 

Warning! You are currently connected through this interface. 


F Active 

MAC: 00:15:17:18:E7:F4 

<" DHCP 
^^^ Static 


^*^ IP address: | 192, 16S. 0.230 


Netmask: | 255,255.255.0 


Broadcast: | auto 


Gateway: 




Please apply changes or press "reload" button to discard 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



1. Hardware Configuration 



Now select ethl interface and 
change IP address from 
192.168.1.220 in field IP address 
to 192.168 .1.230 and click 
button. 



and eth3 from 192.168.2.220 and 
192.168.3.220 to 192.168 .2.230 
and 192.168 .3.230 accordingly. 
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ENTERPRISE CLASS S'OiAGE DS for EVERY EL i 



DATA STORAGE SOFTWARE V6 



CONFIGURATION MAINTENANCE 



STATUS 



You are here: SETUP ► network ► Interfaces ► ethl 



Interfaces % r J 



-O ethO 
ethl 
-^O eth2 
-q eth3 



iSCSI Failover % r J 



-O ethO 
-O ethl 
-O eth2 
— C> eth3 



Interface info 



Intel Corporation 82571EB Gigabit Ethernet Controller (rev 06) 



IP address 


t* r ? 


P" Active 
MAC: 

C DHCP 
S Static 
^ IP address: 

Netmask: 

Broadcast: 

Gateway: 


Pie 


3se 


apply char 


ges 


or 


00:15:17:18:E7:F5 


| 192. 16S. 1.230 


| 255.255.255.0 


| auto 


1 1 




press "reload" button to discard 
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Data Server (DSS2) 

Secondary node 



2. Configure the Secondary node 




In Unit manager function add 
the selected physical units 
(Unit MDO or other) to create a 
new volume group (in this case, 
vgOO) and click button. 



_g^f ' Vol. replication \ r 



Unit manager ** ? 




V 


Unit Size (GB) Serial number Status 


** W 


Unit MDO 29S.10 N/A available 


Action: 
Name: 






5^ 


new volume group T | 


vgOO 




^^^^ 




Please apply changes or press "reload" button to discard 



Drive identifier 


■:;:• <fe r ? 




H Unit SOOO 


9SY0QWBT 




[j Unit SOOl 


9RA6VDG3 















www.open-e.com 



Synchronous Volume Replication with Failover with Multipath OpCllS 



open-e 




Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



2. Configure the Secondary node 



Select the appropriate volume 
group ( vgOO) from the list on 
the left and create a new iSCSI 
volume of the required size. 
This logical volume will be the 
destination of the replication 
process. 



Next check the box with Use 
volume replication 



After assigning an appropriate 
amount of space for the iSCSI 
volume, click the button 
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ENTERPRISE CLASS STORAGE OS for EVERY RU5INE5S 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION MAINTENANCE 



You are here: CONFIGURATION ► volume manager ► Vol. groups ► vgOO 



Vol. groups ^ r ? 




Volume manager 
System volumes 



SWAP 



Reserved for snapshots 



Reserved for system 
Reserved for replication 



Action: 
Options: 



| new iSCSI volume 
I Just create volume 



3 



3 



m Use volume replication 



<" File I/O 
P Initialize 
Rate: 

® Block I/O 



edium j; 



OO add: 



4.00 \ 



150 GB (+0.12 GB for replication) 



Please apply changes or press "reload" button to discard 
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Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



2. Configure the Secondary node 



The destination iSCSI Volume 
Block I/O is now configured. 



6 



iSCSI volume (IvOOOO) 
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ENTERPRISE CLASS STORAGE OS for EVERY BU SI ^ ESS 



DATASTORAGE SOFTWARE V6 



SETUP 



CONFIGURATION MAINTENANCE 



STATUS 



You are here: CONFIGURATION ► volume manager ► Vol. groups ► vgOO 



Vol. groups % r ? 




fy Vol. replication 



Volume manager 



Info 

Logical volume IvOOOO has been created successfully. 



■"■ical Volume 



Type Snap. Rep. 



IvOOOO 



System volumes 



Blocksize Size 
(bytes) (GB) 



N/A ISO. 00 I 



Reserved for snapshots 



0.00 



Reserved for system 



4.00 



Reserved for replication 



new NAS volume 



3 



I - Use volume replication 
r WORM 



J 



OO add 



139.94 
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Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



2. Configure the Secondary node 



Now. select the Vol. replication 



and check the box under 
Destination and click the 
button 



Next, under Mirror Server IP 

function, enter the IP address of 
the Primary node (in our 
example, this would be 
192.168.3.230) and click the 
button 



NOTE: 

The Mirror server IP Address must be on the same 
subnet in order for the replication to communicate. 
VPN connections can work providing you are not 
using a NAT. Please follow example: 

•Source: 192.168.3.230 

•Destination: 192.168.3.240 
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ENTERPRISE CLASS STORAGE OS for EVERY RU5INE5S 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION MAINTENANCE 



You are here: CONFIGURATION ► volume manager ► Vol. replication 



Vol. groups ^ r ? 



Volume replication mode 



*» '? 



Please apply changes or press "reload" button to discard 



Mirror server IP 



192.168.3.230 



Please apply changes or press "reload" button to discard 



Create new volume replication task 



Info 

Mirror Server IP is not set. 



Replication tasks manager 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



3. Configure the Primary node 



Under the CONFIGURATION" 
tab, select „volume manager" 
and next „Vol. Groups" 



Add the selected physical units 
(Unit S001 or other) to create a 
new volume group (in this case, 
vgOO) and click button 




Volume Groups (vgOO) 



Opgfl"& ENTER PRISE CLAS S STORAGE OS for EYEfi Y B JSINESS 



DATA STORAGE SOFTWARE V6 



CONFIGURATION 



MAINTENANCE STATUS 



You are here: CONFIGURATION ► volume manager ► Vol. groups 



&r ^ Vol. groups H r ? 



J*A " Vol. replication H r J 



Unit rescan 




Unit manager 


■:> «* r ? 


/ Unit i 


»ize (GB) Serial number Status 


J^F UnitSOOl 


465.70 N/A available 


Action: 
Name: 




new volume group H 


vgOO 










Please apply changes or press "reload" button to discard 



Drive identifier 



Ij Unit SOOl 



N/A 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



3. Configure the Primary node 



Select the appropriate volume 
group ( vgOO) from the list on 
the left and create a new iSCSI 
volume of the required size. 
This logical volume will be the 
destination of the replication 
process 



Next , check box Use volume 
replication 



After assigning an appropriate 
amount of space for the iSCSI 
volume, click the button 



open-e 



ENTERPRISE CLAo^ 5~Q : .A}E DSfor EVERY BUSINESS 



DATA STORAGE SOFTWARE V6 



CONFIGURATION MAINTENANCE 



STATUS 



HELP 



You are here: CONFIGURATION ► volume manager ► Vol. groups ► vgOO 



Volume manager 
Vol. groups H r ? ■ 




_j^ r Vol. replication % r J 



NOTE: 

The source and destination volumes must be of 
identical size. 



Reserved for snapshots 



Reserved for system 



Reserved for replication 



0.00 



Action: 
Options: 



f new iSCSI volume 



Just create volume 



3 



• F Use volume replication 



*" File I/O 
I* Initialize 
Rate: 

G Block I/O 



nedium ^ 



457.66 

^fO add: | 150 | GB (+0.12 GB for replication) 



Please apply changes or press "reload" button to discard 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



3. Configure the Primary node 



The source iSCSI Volume Block 
I/O is now configured. 



Mi 



iSCSI volume (IvOOOO) 
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ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION 



MAINTENANCE 



HELP 



You are here: CONFIGURATION ► volume manager ► Vol. groups ► vgOO 



^? * Vol. groups % r ? 




J$ Vol. replication \ r ? 



Info 

Logical volume IvOOOO has been created successfully. 



Rep. Init. 



IvOOOO 



Blocksize Size 



N/A ISO. 00 \ 



Reserved for snapshots 



Reserved for system 



Reserved for replication 



new NAS volume 



I - Use volume replication 

|J WORM 



®& 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



3. Configure the Primary node 



Now, select Vol. replication, 



and check the box under 
Source and click the 
button 



Next , under Mirror Server IP 

function, enter the IP address of 
the Secondary node (in our 
example this would be 
192.168.3.240) and click the 
button 
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ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION 



MAINTENANCE 



HELP 



You are here: CONFIGURATION ► volume manager ► Vol. replication 



j^ * Vol. groups % r ? 



L-o vgoo 



Volume replication mode 



Logical Volume 



%; 2 



IvOOOO 



rlrrnr S^ W 



Mirror server IP 



IP address: 
r WAN 



192.168.3.240 



Please apply changes or press "reload" button to discard 



Create new volume replication task 



Info 

Mirror Server IP is not set. 



Replication tasks manager 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



3. Configure the Primary node 



Enter the task name in field 
Task name next click on the 
button 



In the Destination volume 

field select the appropriate 
volume (in this example, 
IvOOOO) and click to 

confirm. 
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ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION 



MAINTENANCE 



HELP 



You are here: CONFIGURATION ► volume manager ► Vol. replication 



j^ * Vol. groups % r ? 




^^ '" Vol. replication ^ r ? 




Mirror server IP 



IP address: 
r WAN 



192.168.3.240 



Create new volume replication task 



Task name: 
'Source volume: 
Destination volume: 
Bandwidth for SyncSource (MB): 



MirrorTask 



3 



IvOOOO 



31 



Please apply changes or press "reload" button to discard 



Replication tasks manager 



■::> «* "i 



A Info 

No tasks have been found. 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



3. Configure the Primary node 



Now, in the Replication task 
manager function, click on 
button under to start the 
Replication task on the Primary 
node 
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ENTERPRISE CLASS STORAGE OSfor EVERY BUSINESS 



DATA STORAGE SOFTWARE VG 



SETUP 



CONFIGURATION MAINTENANCE 



STATUS HELP 



You are here: CONFIGURATION ► volume manager ► Vol. replication 



Vol. groups r \ r ? 



L-o vgoo 




Mirror server IP 


ffl \ 




IP address: 
r WAN 






| 192.163.3.240 


1 











Create new volume replication task 



Info 

No volumes with replication functionality found or all volumes have a task 
assigned already. 



Replication tasks manager 



MirrorTask 



vr. 



n/a 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



3. Configure the Primary node 



In the Replication tasks 

manager function information 
is available about the current 
running replication task. 
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ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 



DATA STORAGE SOFTWARE V6 



CONFIGURATION MAINTENANCE 



STATUS HELP 



You are here: CONFIGURATION ► volume manager ► Vol. replication 



Vol. groups 



L-o vgoo 



I— O MirrorTask 



Mirror server IP 


3& 


IP address: 
r WAN 






192.168.3.240 


' 







Create new volume replication task 



info 

No volumes with replication functionality found or all volumes have a task 
assigned already. 




\^ MirrorTask 


2011-02-03 20:53:31 & "0 & 


Source volume: 


IvOOOO 


Destination volume: 


IvOOOO 


Destination IP: 


192.168.3.240 


Protocol type: 


Synchronous 






www.open-e.com 



Synchronous Volume Replication with Failover with Multipath OpCllS 



open-e 




Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



3. Configure the Primary node 



Under the „STATUS" tab, 
select „tasks" and Volume 
Replication 



Click on the r button with 
task name (in this case 
MirrorTask) to display detailed 
information on the current 
replication task 



NOTE: 

Please allow the replication task to complete 
similar to above with status being "Consistent" 
before writing to the iSCSI Logical Volume. 



SETUP 



o/m-e 



ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 



DATA STORAGE SOFTWARE V6 



CONFIGURATION 



MAINTENANCE 



HELP 



You are here: STATUS ► tasks ► Volume Replication 



— O Backup 

— o Restore from backup 
— q Data Replication 
— o Antivirus 

Volume Replication 
— q Snapshots 



Running tasks ^ 


^ r ? 


Name 


Type 


Start time 


yf^y MirrorTask 


Volume replication 


2011-02-OS 20:50:31 


Protocol type: 


Synchronous 




Connection: 


Connected 




Source info: 






Logical volume: 


IvOOOO 




Consistency: 


Consistent 




Destination info: 






Logical volume: 


IvOOOO 




Consistency: 


Consistent 




IP address: 


192.16S.3.240 








o 



2011-02 08 



MirrorTask 



Volume replication OK Started 
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Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



4. Create new target on the Secondary node 



Choose ..CONFIGURATION", 
„iSCSI target manager" and 
Jargets" from the menu 



In the Create new target 

function, uncheck the box 
Target Default Name, and 

enter a name for the new target 
in the Name field and click 
to confirm. 



iSCSI targets 



& 



NOTE: 

Both systems must have the same Target name. 
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ENTERPRISE CLASS STORAGE OS for EVERY Bliv: 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION MAINTENANCE 



HELP 



You are here: CONFIGURATION ► iSCSI target manager ► Targets 



Targets % r J | Create new target 



CHAP users 



rT Target Default Name 
Name: 

Alias: 



Mqn.2011-02:xen-derno 



| targetO 



Please apply changes or press "reload" button to discard 



Discovery CHAP user access 
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Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



4. Create new target on the Secondary node 



open-e 



ENTERPRISE CLASS STORAGE OSfor EVERY BUSINESS 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION 



MAINTENANCE 



STATUS 



HELP 



You are here: CONFIGURATION ► iSCSI target manager ► Targets ► iqn.2011-02:Ken-demo (targetO) 



Targets H ? | Target volume manager 




I— O targetO 



To assign a volume to the 
target, click the button r 
located under Action 



NOTE: 

Both systems must have the same SCSI ID and LUN# 

WARNING: 

Please do not switch on the write back (WB) cache ! 



Info 

Currently there are no LUN's added to this target. In order to add a LUN, 
click on the plus "+" sign in the "Action" column for this LUN. 



Info 

There are logical volumes selected as mirror destination. There is no 
direct access to mirror destination volume. In order to access such 
volume, you can stop mirror task and switch destination mode to source 
mode or create a snapshot on the destination volume and assign the 
snapshot to a new target. 



Info 

Please note that in order to access iSCSI-enabled data from an initiator, 
the target needs to have a LUN 0, otherwise the data in all other LUNs 
will be inaccessible. The data will also be inaccessible if you select an 
inactive snapshot or a destination volume (volume replication) as LUN 0. 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



5. Create new target on the Primary node 



Choose ..CONFIGURATION" 
and „iSCSI target manager" 
and ..Targets" from the menu 



In the Create new target 

function, uncheck the box 
Target Default Name, and 

enter a name for the new target 
in the Name field and click 
to confirm 



iSCSI targets 



& 



open-e 



ENTERPRISE CLASS STORAGE OSfor EVERY BUSINESS 



DATA STORAGE SOFTWARE VG 



SETUP 



CONFIGURATION MAINTENANCE 



STATUS HELP 



You are here: CONFIGURATION ► iSCSI target manager ► Targets 



NOTE: 

Both systems must have the same Target name. 



CHAP users 



LM 



Create new target 



rF Target Default Name 
Name: 

Alias: 



iqn.2011-02:xen-demo 



| targetO 



Please apply changes or press "reload" button to discard 



Discovery CHAP user access 



r Enable CHAP user access authentication 
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5. Create new target on the Primary node 
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SETUP 



CONFIGURATION 



MAINTENANCE 



You are here: CONFIGURATION ► iSCSI target manager ► Targets ► iqn.2011-02:xen-demo (targetO) 



Targets r \ r ? 



Select the targetO within the 
Taraets field 




To assign a volume to the 
target, click the button ( 
located under Action 



WARNING: 

Please do not switch on the write back cache (WB) ! 



Target volume manager 



Info 

Currently there are no LUN's added to this target. In order to add a LUN, 
click on the plus "+" sign in the "Action" column for this LUN. 



Info 

Please note that in order to access iSCSI-enabled data from an initiator, 
the target needs to have a LUN 0, otherwise the data in all other LUNs 
will be inaccessible. The data will also be inaccessible if you select an 
inactive snapshot or a destination volume (volume replication) as LUN 0. 
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6. Configure iSCSI Failover 



Now, select iSCSI Failover 



In the Failover configuration 

function, check the box Enable 
iSCSI failover functionality. 
Select Network connection 
mode (in this example Unicast) 
and select Network interface 
for unicast (192.168.0.230). 
Next enter the Secondary node 
IP and the Ping Node IP (must 
be on the same subnet) and 
click the button. 
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HELP 



Info 

Failover statistics are unavailable due to the iSCSI Failover service being 
disabled. Please go to Failover Configuration to enable it. 



Failover configuration 



F Enable iSCSI failover functionality 
Network connection mode: 

Network interface for unicast: 

^ Primary node on localhost 
Secondary node IP: 

Ping node IP(s): 

Show advanced >> 

f Secondary node on localhost 
Primary node IP: 

Show advanced >> 



ethO » 192.. 



3 



192.168.0.240 | 

192. 168. 1.106:192. 168. 2. 1C I 



Please apply changes or press "reload" button to discard 



Info 

Please note asynchronous replication tasks will not be displayed in this 
window, as only synchronous tasks can be used for failover. 
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6. Configure iSCSI Failover 



Now. select iSCSI Failover 



Now, in Failover 
configuration function , check 
the box Enable iSCSI failover 
functionality. Select Network 
connection mode (in this 
example Unicast) and select 
Network interface for unicast 
(bondO). After choose 
Secondary node on localhost 
enter Primary node IP address 
and click the button 
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SETUP 



CONFIGURATION MAINTENANCE 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces ^ r ? 



-O ethO 
-<> ethl 
-o eth2 
-o eth3 



iSCSI Failover ^ r ? 



HELP 



Failover status 



Info 

Failover statistics are unavailable due to the iSCSI Failover service being 
disabled. Please go to Failover Configuration to enable it. 



Failover configuration 



P Enable iSCSI failover functionality 
Network connection mode: 

' Network interface for unicast: 

*~ Primary node on localhost 
Secondary node IP: 

Ping node IP(s): 

Show advanced >> 

' & Secondary node on localhost 
^Primary node IP: 

Show advanced >> 



* 2 



3 



ethO » 192. 16S. 0.240 



192. 16S. 0.230 



Please apply changes or press "reload" button to discard 



Failover Tasks 
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7. Configure Virtual IP and Auxiliary connection 



Now, select the ethO within 
iSCSI Failover. 



In the Auxiliary connection 
function check box Use this 
network interface to 
communicate between the 
nodes next enter IP address for 
Unicast remote IP and click 
the button. 
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SETUP 



CONFIGURATION 



MAINTENANCE 



You are here: SETUP ► network ► iSCSI Failover 



-0 ethO 
-G ethl 
-o eth2 
-o eth3 



iSCSI Failover 



ethO 
ethl 
-0 eth2 
-© eth3 



HELP 



Virtual IP Settings 



Info 

Virtual IP must be set in different subnetwork than physical IP on this 
machine and must be in different subnetwork than Virtual IP sets on 
other machines in the same network area configured also as failover. 



MAC: 

r Enable virtual IP 



00:15:17:18:e7:f4 



Auxiliary connection 



F Use this network interface to communicate between the nodes. 
Unicast remote IP: 



192. 16S. 0.240 



Please apply changes or press "reload" button to discard 
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7. Configure Virtual IP and Auxiliary connection 



Now, select the ethl within 
iSCSI Failover. In the Virtual 



IP Settings function check box 
Enable virtual IP and enter IP 
address, Netmask, 
Broadcast, and click the 
button. 



By setting the address of the 
secondary node in a Failover 
configuration, automatic 
detection of the interface for 
communication. This step is 
necessary to complement the 
destination IP address used in 
unicast. 



NOTE: 

There need to be at least two auxiliary connections. The 
interface with the virtual IP can also serve as one of the 
auxiliary connections. Please set the Virtual IP Address in a 
different network subnet then the physical IP Address. To 
have additional iSCSI Failover systems, please set this pair 
in a different network subnet from the other iSCSI Failover 
systems. This limitation will be removed in the future. 
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SETUP 



CONFIGURATION 



MAINTENANCE 



HELP 



You are here: SETUP ► network ► iSCSI Failover 



Virtual IP Settings 




Info 

Virtual IP must be set in different subnetwork than physical IP on this 
machine and must be in different subnetwork than Virtual IP sets on 
other machines in the same network area configured also as failover. 



F Enable virtual" 
IP address 

Netrnask 

Broadcast 



00:15:17:18:e7:f5 



192.16S.10.250 



255.255.255.0 



192.168.10.255 



Please apply changes or press "reload" button to discard 



Auxiliary connection 



F Use this network interface to communicate between the nodes. 
Unicast remote IP: 



192. 16S. 1.240 



Please apply changes or press "reload" button to discard 
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7. Configure Virtual IP and Auxiliary connection 



Now, select the eth2 within 
iSCSI Failover. In the Virtual 



IP Settings function check box 
Enable virtual IP and enter IP 
address, Netmask, 
Broadcast, and click the 
button. 



By setting the address of the 
secondary node in a Failover 
configuration, automatic 
detection of the interface for 
communication. This step is 
necessary to complement the 
destination IP address used in 
unicast. 
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SETUP 



CONFIGURATION 



MAINTENANCE 



You are here: SETUP ► network ► iSCSI Failover 




HELP 



Virtual IP Settings 



Info 

Virtual IP must be set in different subnetwork than physical IP on this 
machine and must be in different subnetwork than Virtual IP sets on 
other machines in the same network area configured also as failover. 



F Enable virtual" 
IP address 

Netmask 

Broadcast 



00:15:17:18:e7:f6 



192.16S.20.250 



255.255.255.0 



192.168.20.255 



Please apply changes or press "reload" button to discard 



Auxiliary connection 



F Use this network interface to communicate between the nodes. 
Unicast remote IP: 



192.16S.2.240 



Please apply changes or press "reload" button to discard 
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7. Configure Virtual IP and Auxiliary connection 



Now, select the eth3 within 
iSCSI Failover. 



In the Auxiliary connection 
function check box Use this 
network interface to 
communicate between the 
nodes next enter IP address for 
Unicast remote IP and click 
the button. 
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SETUP 



CONFIGURATION 



MAINTENANCE 



You are here: SETUP ► network ► iSCSI Failover 



-0 ethO 
-G ethl 
-o eth2 
-o eth3 



iSCSI Failover 



HELP 



Virtual IP Settings 



Info 

Virtual IP must be set in different subnetwork than physical IP on this 
machine and must be in different subnetwork than Virtual IP sets on 
other machines in the same network area configured also as failover. 



MAC: 

r Enable virtual IP 



00:15:17:18:e7:f7 



Auxiliary connection 



F Use this network interface to communicate between the nodes. 
Unicast remote IP: 



192.16S.3.240 



Please apply changes or press "reload" button to discard 
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7. Configure Virtual IP and Auxiliary connection 



Now, select the ethO within 
iSCSI Failover. 



In the Auxiliary connection 

function enter IP address for 
Unicast remote IP and click 
the button. 
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You are here: SETUP ► network ► iSCSI Failover 



Interfaces ^ r ? 



-O ethO 
-<> ethl 
-o eth2 
-o eth3 



J ^ iSCSI Failover H *? 




HELP 



Virtual IP Settings 



Info 

Virtual IP must be set in different subnetwork than physical IP on this 
machine and must be in different subnetwork than Virtual IP sets on 
other machines in the same network area configured also as failover. 



MAC: 

r Enable virtual IP 



0'0:eO: 81:5.8: 4f:c3 



Auxiliary connection 



F Use this network interface to communicate between the nodes. 
■ Unicast remote IP: 



192. 16S. 0.230 



Please apply changes or press "reload" button to discard 
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7. Configure Virtual IP and Auxiliary connection 



Now, select the ethl within 
iSCSI Failover. 



In the Virtual IP Settings 
function check the box Enable 
virtual IP and enter IP 
address, Netmask, 
Broadcast, and click the 
button. 



By setting the address of the 
primary node in a Failover 
configuration, automatic 
detection of the interface for 
communication. This step is 
necessary to complement the 
destination IP address used in 
unicast. 
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SETUP 



CONFIGURATION 



MAINTENANCE 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces ^ r ? 



-O ethO 
-<> ethl 
-o eth2 
-o eth3 



.£0 f iSCSI Failover % r ? 




HELP 



Virtual IP Settings 



Info 

Virtual IP must be set in different subnetwork than physical IP on this 
machine and must be in different subnetwork than Virtual IP sets on 
other machines in the same network area configured also as failover. 



MAC: 

*F Enable virtual IP 
IP address 

Netmask 

Broadcast 



00:eO:81:5G:4f:c5 



192.16S.10.250 



255.255.255.0 



192.168.10.255 



Please apply changes or press "reload" button to discard 



Auxiliary connection 



r F Use this network interface to communicate between the nodes. 
Unicast remote IP: 



192. 16S. 1.230 



Please apply changes or press "reload" button to discard 
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7. Configure Virtual IP and Auxiliary connection 



Next, select the eth2 within 
iSCSI Failover. 



In the Virtual IP Settings 
function check the box Enable 
virtual IP and enter IP 
address, Netmask, 
Broadcast, and click the 
button. 



By setting the address of the 
primary node in a Failover 
configuration, automatic 
detection of the interface for 
communication. This step is 
necessary to complement the 
destination IP address used in 
unicast. 
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CONFIGURATION 
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You are here: SETUP ► network ► iSCSI Failover 



-0 ethO 
-<> ethl 
-o eth2 
-o eth3 




HELP 



Virtual IP Settings 



Info 

Virtual IP must be set in different subnetwork than physical IP on this 
machine and must be in different subnetwork than Virtual IP sets on 
other machines in the same network area configured also as failover. 



MAC: 

*F Enable virtual IP 
IP address 

Netmask 

Broadcast 



00:04:23:b6:ec:82 



192.16S.20.250 



255.255.255.0 



192.168.20.255 



Please apply changes or press "reload" button to discard 



Auxiliary connection 



r F Use this network interface to communicate between the nodes. 
Unicast remote IP: 



192.16S.2.230 



Please apply changes or press "reload" button to discard 
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7. Configure Virtual IP and Auxiliary connection 



Now, select the eth3 within 
iSCSI Failover. 



In the Auxiliary connection 
function check box Use this 
network interface to 
communicate between the 
nodes next enter IP address for 
Unicast remote IP and click 
the button. 
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You are here: SETUP ► network ► iSCSI Failover 



-0 ethO 
-<> ethl 
-o eth2 
-o eth3 



iSCSI Failover 



-0 ethO 
-O ethl 
eth2 
eth3 



HELP 



Virtual IP Settings 



Info 

Virtual IP must be set in different subnetwork than physical IP on this 
machine and must be in different subnetwork than Virtual IP sets on 
other machines in the same network area configured also as failover. 



MAC: 

r Enable virtual IP 



00:04:23:b6:ec:83 



Auxiliary connection 



F Use this network interface to communicate between the nodes. 
Unicast remote IP: 



192.16S.3.230 



Please apply changes or press "reload" button to discard 
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8. Start Failover Service 



Move the iSCSI Tasks to be 

used for the failover service to 
the Failover Tasks area by 
clicking I-* button 
and click 
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CONFIGURATION MAINTENANCE 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces ^ r ? 




HELP 



Failover Tasks 



Info 

Please note asynchronous replication tasks will not be displayed in this 
window, as only synchronous tasks can be used for failover. 




Search 



A 



o flask 



Please apply changes or press "reload" button to discard 



Info 

No task has been selected. 
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8. Start Failover Service 



At this point both nodes are 
ready to start the Failover 



service 
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HELP 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
~q ethl 
-o eth2 
-o eth3 



J$ iSCSI Failover ^ r ? 



Search: 



Search: 




-0 ethO 
-G ethl 
-0 eth2 
-0 eth3 






In order to delegate (switch) active server state to the passive server click the 
Manual failover button. This will initiate a failover event and switch the primary 
server to suspend mode, while the secondary server will be promoted to 
active mode. Please note this will stop the volume replication process. 



Manual failover 
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8. Start Failover Service 
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HELP 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
~q ethl 
-o eth2 
-o eth3 



Failover manager 



_f$ iSCSI Failover \ r ? 



After clicking the button 
configuration of both nodes will 
be complete 



NOTE: 

You can now connect via your iSCSI initiator and use 
your targets via the Virtual IP address e.g. 
192.168.10.250 (For example, in a Microsoft Windows 
environment, download Microsoft iSCSI Initiator ver 2.0 
or later). 



-0 ethO 
-G ethl 
-0_eth2 



' ethLI 



Info 

Configuration of both nodes finished successfully. 



o 



In order to delegate (switch) active server state to the passive server click the 
Manual failover button. This will initiate a failover event and switch the primary 
server to suspend mode, while the secondary server will be promoted to 
active mode. Please note this will stop the volume replication process. 

mimm 
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8. Start Failover Service 



After start Failover, check the 
status in Failover status 
function. All must read OK. In 
the task status, the destination 
volume must be consistent 



iSCSI Failover/Volume Replication 
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You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
-G ethl 
-o eth2 
-o eth3 



J ^ iSCSI Failover H *? 



-0 ethO 
-G ethl 
-0 eth2 
-© eth3 
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Failover status 


« 


•? 




Global status 


Service running 


ok 




Node status 


primary/active 




Ping node group status 


ok 




Individual ping node status: 


IP: 192.16S.2.107 


ok 




IP: 192,168,2.106 


ok 




IP: 192. 16S. 1.107 


ok 




IP: 192. 16S. 1.106 


ok 




Communication via: 


ethO 


ok 




ethl 


ok 




eth2 


ok 




eth3 


ok 




Task status 


^P MirrorTask 


running 








Failover configuration 


«* *r 
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9. Test Failover Function 



In order to test Failover in 
Manual Failover, function, 
click on the 
button. 
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HELP 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
-<> ethl 
-o eth2 
-o eth3 



Failover manager 



J$ iSCSI Failover ^ r ? 



-0 ethO 
-G ethl 
-O eth2 
-0 eth3 



Info 

Configuration of both nodes finished successfully. 



o 



In order to delegate (switch) active server state to the passive server click the 
Manual failover button. This will initiate a failover event and switch the primary 
server to suspend mode, while the secondary server will be promoted to 
active mode. Please note this will stop the volume replication process. 

1 » MMniMiuirmr 
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9. Test Failover Function 



After clicking on the 

button, primary node 
enters suspend mode 
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You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
-<> ethl 
-o eth2 
-o eth3 



Failover manager 



J$ iSCSI Failover ^ r ? 



-0 ethO 
-G ethl 
-0 eth2 
-0 eth3 



Info 

Server is in suspend mode. 



© 



In order to delegate (switch) active server state to the passive server click the 
Manual failover button. This will initiate a failover event and switch the primary 
server to suspend mode, while the secondary server will be promoted to 
active mode. Please note this will stop the volume replication process. 

BHEBHH! 
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9. Test Failover Function 



The Failover status function 
shows the Global status of the 
primary node. Status service is 
in suspend mode and the node 
is inactive. 
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You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
-<> ethl 
-o eth2 
-o eth3 



J$ iSCSI Failover ^ r ? 



-0 ethO 
-G ethl 
-0 eth2 
-© eth3 
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Failover status 




5»f? 




Global status 


w, Service running 


suspend 




^ Node status 


inactive 




Ping node group status 


unknown 




Individual ping node status: 


IP: 192.16S.2.107 


ok 




IP: 192.168.2.106 


ok 




IP: 192. 16S. 1.107 


ok 




IP: 192. 16S. 1.106 


ok 




Communication via: 


ethO 


unknown 




ethl 


unknown 




eth2 


unknown 




eth3 


unknown 




Task status 


'\J MirrorTask 


stopped 
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Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



9. Test Failover Function 



In Failover status function 
Global status shows the status 
of the secondary node. The 
service status is degraded and 
Node status is active. 



open-e 



ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 



SETUP 



CONFIGURATION 



MAINTENANCE 



HELP 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
-<> ethl 
-o eth2 
-q eth3 



J$ iSCSI Failover ^ r ? 



-0 ethO 
-G ethl 
-O eth2 
-0 eth3 
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Failover status 




V rg 




Global status 


Service running 


degraded 




Node status 


secondary/active 




Ping node group status 


ok 




Individual ping node status: 


IP: 192.16S.2.107 


ok 




IP: 192.16S.2.106 


ok 




IP: 192. 16S. 1.107 


ok 




IP: 192. 16S. 1.106 


ok 




Communication via: 


ethO 


failed 




ethl 


failed 




eth2 


failed 




eth3 


failed 




Task status 


Jj> MirrorTask_reverse 


stopped 








Failover configuration © *** ? 
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Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



10. Run Fallback Function 



In order to run Fallback in 
Failover manager function 
click on the 
button first. 



open-e 



ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 
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SETUP 



CONFIGURATION 



MAINTENANCE 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
-<> ethl 
-o eth2 
-q eth3 



iSCSI Failover ^ r ? 



-0 ethO 
-^0 ethl 
-0 eth2 
-o eth3 



HELP 



Info 

Your node is now active 



Info 

When in secondary mode, the start and stop buttons control this node 
only. Please use the relevant buttons on the primary node to control both 
nodes. 



In order to synchronize data from the secondary/active server to the primary 
server, dick the Sync volumes button. 



Clicking the Failback button will return the active server state to the primary 
server, while the secondary server will return to passive mode. Please note 
this is only possible when the participating volumes are in sync. After the 
failback has been completed, the primary server is ready for another failover. 
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Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



10. Run Fallback Function 



After synchronization the task 
status of the destination volume 
must be Consistent 



open-e 



ENTERPRISE CLASS STORAGE OS for EVERY Bliv: 



SETUP 



CONFIGURATION 



MAINTENANCE 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
-G ethl 
-o eth2 
-q eth3 



J$ iSCSI Failover ^ r ? 



-0 ethO 
-G ethl 
-0 eth2 
-© eth3 



HELP 



Failover status 



Global status 



Service running 



Node status 



Ping node group status 



Individual ping node status: 



IP: 192.168.2.107 



192.168.2,106 



192.168.1.107 



IP: 192.168.1.106 



Gommunication via: 



ethO 



eth2 



eth3 



Task status 



MirrorTask_re verse 



DATA STORAGE SOFTWARE V6 



degraded 



secondary/active 



ok 



ok 



ok 



ok 



ok 



failed 



failed 



failed 



failed 



running 



Connection: 

Source info: 

Logical volume: 

Consistency: 



Connected 



IvOOOO 
Consistent 
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Data Server (DSS2) 

Secondary node 

IPAddress:192.168.0.240 



10. Run Fallback Function 



In order to return the active 
server state to the Primary 
server click on the 
button 



open-e 



ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION 



MAINTENANCE 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
-<> ethl 
-o eth2 
-q eth3 



J$ iSCSI Failover ^ r ? 



-0 ethO 
-G ethl 
-0 eth2 
-0 eth3 



Info 



Volume replication process started. Please go to Failover Status to 40 
check the status of your tasks. 



Info 

When in secondary mode, the start and stop buttons control this node 
only. Please use the relevant buttons on the primary node to control both 
nodes. 



In order to synchronize data from the secondary/active server to the primary 
server, dick the Sync volumes button. 



Clicking the Failback button will return the active server state to the primary 
server, while the secondary server will return to passive mode. Please note 
this is only possible when the participating volumes are in sync. After the 
failback has been completed, the primary server is ready for another failover. 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



10. Run Fallback Function 



After clicking on 

button (in Failover manager 

function on Secondary node) 
Primary node is now active. 



open-e 



ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 



DATA STORAGE SOFTWARE V6 



SETUP 



CONFIGURATION MAINTENANCE 



HELP 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
~q ethl 
-o eth2 
-o eth3 



Failover manager 



J$ iSCSI Failover ^ r ? 



-0 ethO 
-O ethl 
-0 eth2 
-© eth3 



Info 

Your node is now active 



In order to delegate (switch) active server state to the passive server click the 
Manual failover button. This will initiate a failover event and switch the primary 
server to suspend mode, while the secondary server will be promoted to 
active mode. Please note this will stop the volume replication process. 

BHEBHH! 
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Data Server (DSS1) 

Primary node 

IPAddress:192.168.0.230 



10. Run Fallback Function 



Primary node is active again 
and ready for Failover. 



iSCSI Failover/Volume Replication 




The configuration and testing of 

iSCSI Failover/Failback is now 

finished. 



open-e 



ENTERPRISE CLASS STORAGE OS for EVERY BUSINESS 



SETUP 



CONFIGURATION 



MAINTENANCE 



You are here: SETUP ► network ► iSCSI Failover 



Interfaces % r ? 



-O ethO 
-<> ethl 
-o eth2 
-q eth3 



J$ iSCSI Failover ^ r ? 



-0 ethO 
-G ethl 
-0 eth2 
-© eth3 



HELP 



Failover status 



Global status 



Service running 



Node status 



Ping node group status 



Individual ping node status: 



IP: 192,168,2,107 



192.160.2,106 



192.160.1,107 



IP: 192.160.1,106 



Communication via: 



ethO 



eth2 



eth3 



Task status 



MirrorTask 



Failover configuration 
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ok 



primary/active 



ok 



ok 



ok 



ok 



ok 



ok 



ok 



ok 



ok 



running 
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Navigate in the XenCenter and 
click on „Add New Server". 



Step 1 



File View Pool Server \ VM Storage Templates Too^vT Window Help 
j Back t CJ Forward w I |" Add New Server jj New Pool | New Storage 



1 # 



Shut Down 



M Reboot ffm Suspend 



OB 



/ No System Alerts 



Show: Server View 



© XenCenter 



Home | Search | Tags | Logs | 



Citrix XenServer 

Fntprnr i qp-r I aqq rim irl-nrnvprj , Free . 



x Add Mew Server 



Enter the host name or IP address of the server you want to add and 
your user login credentials for that server. 

Server: |l92. 168.0.7 

■User login credentials — 



User name: (root 
Password: |*»« 




Add 



Cancel 



iRADE 

Server 



Community Support Partners 



Q 



* Network with other XenServer users 

* Visit the Citrix Knowledge Center 

* Learn more about partner offerings 




,T>f 



TRY 

Desktop 
Virrjualization 
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Enter Maintenance Mode 



Step 2 



x XenCenter 



File View Pool Server 
l^y Back - J Forward T I 



VM \Storage Templates Tools Window Help 
" Adc\New Server New Pool =* New Storage 



Show: I Server View 

B Q XenCenter 
Bit" 



g| DVD drives 
$ Local storai 
dj Removable 




NewVM 



\ Shut Down 



ffij Reboot ^ 



BEE 



y No System Alerts 



0^ xenserver-hnnvzlvo 



Logged in as: Local root account 



Search General 



NewVM... 
^ New Storage 
Import... 



Add to Pool 



Enter Maintenance Mode, . 



® Reboot 
^ Shut Down 



H? 



Disconnect 
Reconnect As.. 



Appliance Import.., 
Disk Image Import.. 
Appliance Export.., 



Properties 



Memory | Storage | Network | NICs | Console | Performance | Users | Logs | 
a\ Properties 



Toolstack uptime 



xenserver-hnnvzlvo 

Default install of XenServer 

<None> 

<None> 

Yes 

iqn . 20 1 0- 1 2 . com . example : bOScf 4f d 

Local 

1 hour 37 minutes 

1 hour 36 minutes 



Management Interfaces 



Memory 



Expand all Collapse all 



,: y : ' 



d 
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In the Maintenance Mode in 
General tab please click on the 
..Properties" button. 



Step 3 



File View Pool Server \[l Storage Templates Tools Window Help 
£3 Back - (^J Forward T I ' l C ^dd New Server | Jm New Pool ^ New Storage R j| i New VM I fljj Shut Down ffij Reboot 4 



HHH 



^ No System Alerts 



Show: I Server View 
B © XenCenter 



_ . xenserver-hnnvzlvo 



Logged in as: Local root account 



g| DVD drives 

{*> Local storage 

^j Removable storage 



Search General | Memory | Storage | Network | NICs | Console | Performance | Users | Logs | 
Server General Properties 



Properties 



* 



General 

Description: 
Tags: 
Folder: 
Enabled: 
iSCSI IQN: 
Log destination: 
Server uptime: 
Toolstack uptime: 



Default install of XenServer 

<None> 

<None> 

In maintenance mode 

iqn . 20 1 0- 1 2 . com . example : bOScf 4f d 

Local 

1 hour 39 minutes 

1 hour 38 minutes 



Management Interfaces 
Memory 



Expand all Collapse all 



d 
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open-e 



In the Multipathing section click on 
the „Enable multipathing on this 
server" and the „OK" to 



Step 4 



x 'Kens^rver-hnnvzlvo' Properties 



3E 



| General^V^ 

xenserver-nh^zlvo 

Custom Fields ^V^ 

<None> ^V 

1 Alerts ^V 

Xen5erver Upgrade Required 

@ Email Options 

Xen5erver Upgrade Required 

Sijj Multipathing 
Not active 

(ft Power On 
<None> 

[J Log Destination 
Local 


^1 Multipathing 

Dynamic multipathing support is available for some types of storage repository, 

The server must be in Maintenance Mode before you can change its multipathing setting, This ensures that any running virtual 
machines with virtual disks in the affected storage repository are migrated before the changes are made, 

W Enable multipathing on this server 



js2L 



Cancel 
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open-e 



Exit Maintenance Mode 



Step 5 



File View Pool Yerver VM Storage Templates Tools Window Help 
jj^j Back - [ J Forwara T W Add New Server | j-i New Pool ^| New Storage f 

Show: 



I. xenserver-hnnvzlvo 



B Q Xen Center 

g| DVD drives 

Local storai 

=| Removable 




J Shut 



Down an Reboot I 



HHH 



^ No System Alerts 



Logged in as: Local root account 



Search General | Memory | Storage | Network | NICs | Console | Performance | Users | Logs | 
neral Properties 



Expand all Collapse all 




[■ ■ - ■■ -I ■ -[ ■ - ■ - ■■ ■ ii i J ion: 
Server uptime: 
Toolstack uptime: 



Default install of XenServer 

<None> 

<None> 

In maintenance mode 

iqn . 20 1 0- 1 2 . com . example : bOScNfd 

Local 

1 hour 41 minutes 

1 hour 40 minutes 



Management Interfaces 



Memory 



v 



I.VJ 



d 
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Navigate to the Network tab and 
click on ..Configure ..." button. 



Step 6 



File View Pool Yerver VM Storage Templates Tools Window Help 
LJ Back * C\ ForwarX T I Hi Add New Server =p New Pool ^3 New Storage ] J] New VM 

Show: 



| Shut Down &M Reboot { w 



Hmc 



No System Alerts 



Server View 



- © XenCenter 

Q DVD drives 

y Local storage 

h- ^ Removable storage ' 



J3 T S xenserver-demo 



Logged in as: Local root account 



Search | General | Memory | Storage Network | pjICs | Console | Performance | Users | Logs | 
Server Networks 

Networks 



ft Network 1 
ft Network 2 
ft Network 3 



NIC 1 
NIC 2 
NIC 3 



Yes Connected 
Yes Connected 
Yes Connected 



00:04:23:dd:90:c9 1500 
00:04:23:b6:ea:32 1500 
00:04:23:b6:ea:83 1500 



Add Network. .. | Properties J Remove Network | 

Management Interfaces 

Click Configure to add, remove or edit your management interfaces. 



Server | Interface | Network | IP Address | Subnet mask | Gateway | DNS 

xenserver-demo Primary Network 192,163.0,7 255,255.255.0 192.163,0.2 192,163.0.10 






Configure, .. | 
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Step 7 



| x Management Interfaces 



You can configure the primary management interface on server "xenserver-demo" here. You can also configure additional management interfaces, for 
example, for storage or other types of traffic. 



In ..Management Interfaces" 

menu, please click on „New 
Interface" button. 




A Primary 

Network 



New Interface 



b Primary 



Network: Network 



~H 



—Network settings — 

C Automatically obtain network settings using DHCP 
(* Use these network settings: 

IP address: |192. 163. 0.7 



Subnet mask: |255. 255. 255.0 



GateW ay: |l92. 163.0.2 



Preferred DNS server: |l92. 168.0. 10 

Alternate DN5 server: | 



OK 



Cancel 



A 
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Next, please enter IP address and 
Subnet mask of the first path and 
click on the „OK" button. 



Step 8 



| x Management Interfaces 



You can configure the primary management interface on server "xenserver-demo" here. You can also configure additional management interfaces, for 
example, for storage or other types of traffic. 



,t_. Primary 

Network 



l Interface 1 
Network 1 



New Interface 



Interface 1 



Name: Interface 1 

Network: | Network 1 



Network settings — 

C Automatically obtain network settings using DHCP 
k (* Use these network settings: 
IP address: 



192.163.10.251 
Subnet mask: |255. 255. 255.0 
Gateway: |l 



~H 



Remove this Interface 



OK 



Cancel 



A 



www.open-e.com 



Configure MPIO on XenServer 



open-e 



Next, please enter IP address and 
Subnet mask of the second path 
and click on the „OK" button. 



Step 9 



| x Management Interfaces 



You can configure the primary management interface on server "xenserver-demo" here. You can also configure additional management interfaces, for 
example, for storage or other types of traffic. 



A Primary 

Network 

A Interface 1 
Network 1 

t Interface 2 
Network 2 



New Interface 



Interface 2 



Name: Interface 2 

Network: | Network 2 



Network settings — 

C Automatically obtain network settings using DHCP 
(* Use these network settings: 
IP address: 



192.163.20.251 
Subnet mask: |255. 255. 255.0 
Gateway: | 



~H 



Remove this Interface 



OK 



Cancel 



A 
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In the ..Management Interfaces" 

section there are two interfaces 

configured. 

In this example: 

192.168.10.251 

192.168.20.251 



Step 10 



x XenCenter 



File View Pool Server VM Storage Templates Tools Window Help 



HBH 



Qb 



Back - t| Forward T I 



% 



Add New Server I 



J New Pool 



I New Storage 



^J) Shut Down L ^ Reboot L ^& No System Alerts 



Show: Server View 



- © XenCenter 

J DVD drives 

p Local storage 

p Removable storage 



£) T EJ xenserver-demo 



Logged in as: Local root account 



Search | General | Memory | Storage Network | NICs | Console | Performance | Users | Logs | 
Server Networks 

Networks 



Name Description 


| NIC t \ VLAN 


| Auto 


| Link Status 


MAC MTU 


■»T?5 


- Network 1 
Networks 
Network 3 


NIC1 
NIC 2 
NIC 3 


Yes 
Yes 
Yes 


Connected 
Connected 
Connected 


00:04:23:dd:90:c9 1500 
00:04:23:b6:ea:32 1500 
00:04:23:b6:ea:83 1500 












Add Network,,, | Properties 


| Remove Network | 





Management Interfaces 

Click Configure to add, remove or edit your management interfaces, 



Server | Interface 


| Network 


| IP Address 


| Subnet mask 


| Gateway 


| DNS 


xenserver-demo Primary 
xenserver-demo Interface 1 
xenserver-demo Interface 2 


Network 
Network 1 
Network 2 


192,163.0,7 

192,168.10,251 

192,168.20,251 


255.255,255,0 
255.255,255,0 
255.255,255,0 


192,168,0,2 


192,168,0.10 
















Configure,., | 
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Edit the multipath configuration file: 

/etc/multipath.conf 
and add blue lines into "devices" section. 

nano /etc/multipath.conf 

## some vendor specific modifications 
devices { 
device { 

vendor 

product 

path_selector "round-robin 0" 

path_grouping_policy multibus 

rr_min_io 1 00 } 

Exit the nano editor with save: ctrl-x -> Y -> enter to confirm 



"SCST_FIO|SCST_BIO" 
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Using XenServer CLI - edit /etc/multipath.conf open-e 



$> rootiwKenserver-demo: 



HE El 
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In order to disable the phisiclal IP network subnet please edit rc.local file: 

nano/etc/rc. local 

And add the line: 

iptables -I INPUT -s 192.168.0.230 -j DROP 

Exit the Nano with save: ctrl-x -> Y -> enter to confirm 

Run the rc.local script with: 

/etc/rc. local 

NOTE: it is not nessesary to disable the secondary NIC: 192.168.0.240 becouse it is not 
exported while XenServer connecting to the SR. 

In order to test the settings please run: 

iptables -L 

In order to add or remove directly from command line please use followinng commands: 
Enter "DROP" action for 192.168.0.230 
iptables -I INPUT -s 192.168.0.230 -j DROP 
Remove the "DROP" action for 192.168.0.230 
iptables -D INPUT -s 192.168.0.230 -j DROP 
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Using XenServer CLI - edit /etc/rc.local 



open-e 
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In order to check the 
settings, please run the 
list command: 
Miltipath -v3 
Miltipath -II 

Now: 

pgpolicy = multibus 

minio =100 

And both paths are 
[ active] [ ready ] 
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Next, in the ..Storage" tab click 
on „New SR ..." button. 



Step 11 



x XenCenter 



File View Pool Server \/N Storage Templates Tools Window Help 
S3 Back t ifj Forward T I ' y Add New Server New Pool New Storage |~i New VM H Shut Down j fl B Reboot 




HHEI 



^ No System Alerts 



Show: I Server View 
B O XenCenter 



Qp xenserver-hnnvzlvo 



Logged in as: Local root account 



" 4 



g| DVD drives 

£J Local storage 

gj Removable storage 



Search | General | Memory storage | Network | NICs | Console | Performance | Users | Logs | 
Storage Repositories 



I Descriptic 



l T yp e 



I Shared | Usage 



| Size 



Virtual alloc 



fl|Local storage 
^Removable storage 
gjDVD drives 



Physical DVD drives 



LVM 
udev 
udev 



No 
No 
No 



0% (20 MB used) 
0% (0 B used) 
100% (6 GB used) 



919.6 GB 
0B 
6 GB 



16MB 
0B 
6 GB 



NewSR., 



Properties 
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Now, select the „Software iSCSI " 
and click on the „Next >" button. 



Step 12 



X 



x New Storage Repository - Ken.-erver-hnnvzlvo 




Location 



CITRIX 



Shared Logical Volume Manager (LVM) support is available using either 
i5C5I or Fibre Channel access to a shared LUN. 

Using the LVM-based shared SR provides the same performance 
benefits as unshared LVM for local disk storage; however in the shared 
context; iSCSI or Fibre Channel-based SRs enable VM agility — VMs 
may be started on any server in a pool and migrated between them. 




Virtual disk storage 

C NFSVHD 

F Software i5C5I 

C Hardware HBA 

C Advanced 5torageLink tecViology 

ISO library 

C Windows File Sharing (CIF5) 
r NFS ISO 



fi 



Finish 



Cancel 
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In the Target Hosts field please 
enter IP address of the first NIC of 
iSCSI targets and click on the 
..Discover IQNs" button. 



Step 13 



x New Storage Repository - Kenserver-demo 



B 



Enter a name anckpath for the new iSCSI storage 




© 



Type 



CITRIX 



a name and provide a target host for your new ISCSI storage; indicating your target IQN and your target LUN 
proceeding. 



Name: ^^- iSCSI virtual disk storage 

Target Host : |l92.168.10.250| 



Use CHAP 



User: 



Password: 



Target IQN: 
Target LUN: 



3260 



H |\ Discover IQNs 
discover LUNs 



< Previous 



Finish 



Next > Cancel 
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Now, please select the target 
showing on the first NIC 
iqn.2011-02:xen.demo 
(192.168.10.250). 



Step 14 



x New Storage depository - Kenserver-demo 




CITRIX 



Select a name and provide a target host for your new ISCSI storage; indicating your target IQN and your target LUN 
before proceeding. 



Name: i5CSI virtual disk storage 

Target Host : jl92.168.10.250 




3260 



Discover 



I£Ns 



Discover LUNs 



< Previous 



Next > 



Finish 



Cancel 



www.open-e.com 



Configure MPIO on XenServer 



open-e 



Next, please click ..Discover 
LUNs" button and select the LUN. 



Step 15 



x New Storage Repository - s^nserver-demo 




CITRIX 



Select a name and pr^£[e a target host for your new ISCSI storage; indicating your target IQN and your target LUN 
before proceeding. 



Name: 



i5C5I virtual disk stora 



Target Host : jl92.168.10.250 



Use CHAP 



User: 
Password: 



Target IQN: 
Target LUN: 



3260 



Discover 



IQNs 



K Discover LUNs 



< Previous 



J Finish 



Cancel 
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Step 16 



x New Storage Repository - Kenserver-demo 



HHE3I 
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Next, please format the disk. 
Please read the warring message. 



Step 17 




CITRIX 



Creating a new virtual disklWhis LUN will destroy any data present. You must 
ensure that no other system isNang the LUN, including any XenServers, or the 
virtual disk may become corrupteaN^iile in use. 

Do you wish to Format the disk? 



da 



Target IQN: |iqn.201 l-02:xen-demo (192. 168. 10.250:326^" 

Target LUN: |LUN 0: aF28694b: 150 GB (SCST_BIO) 



Discover IQNs 



T | Discover LUNs 



< Previous Next > 



Finish 



Cancel 



jj 
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In the „Storage" tab, new 1SCSI 
virtual disk storage" appear. 



Step 18 



File View Pool Server VM Storage Tenmates fVls Window Help 
£3 Back * (y\ Forward T I Gi Add New Server V^ New P°o^\3 New Storage 



Show: Server View 




New VM I 



{u) Shut Down ^A Reboot ^ 



HWE 



No System Alerts 



Q 



Logged in as: Local root account 



B ^ XenCenter 

ear 

Q DVD drives 

Q iSCSI virtual disk storage 

jjj Local storage 

Q Removable storage 



Search | General | r\rnory Storage | Network | NICs | Console | Performance | Users | Logs | 
Storage Reposita 

Storage 



Name 



Description 



I T VP e 



I 5...I Usage" 



I Size 



Virtual allocation 



pVD drives on xenserver 
i^iSCSI virtual disk storage 
hH Removable storage 
^Local storage on xenserver- 



Physical DVD drives on xenserver-demo udev No 100% (3 GB used) 3 GB 3 GB 

iSCSISR[192.168.10.250(iqn.2011-02:xen-demo)] LVM over iSCSI Yes 0% (4 MB used) 150 GB OB 

onxens... k udev No 0% (0 B used) 0B 0B 

LVM No 0% (276 MB used) 919.6GB 384 MB 



t* 



Properties 
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In order to check Multipath settings, 
please select the "iSCSI virtual disk 
storage" and in the "General" tab 
Multipathing section must show "2 
of 2 paths active". 



Step 19 



File View Pool Server VM Storage Templates Tools Window Help 
feji Back " Forward T I Pi Add New Server I =P New Pool \ \ New Storage Jj New VM ft Shut Down L 



Show: Server View 



q iSCSI virtual disk storage 



- ^ XenCenter 

B [ji xenserver-denno 
DVD drives 

j Local storage 

j Removable storage 



General | storage | Logs | 
Storage General Properties 




P@E3 



*$& No System Alerts 



Logged in as: Local root account 



Properties | 




Expand all 


Collapse all 


General 






1© 


Description: 


iSCSI SR [192.163.10.250 (iqn.2011-02:xen-demo)] 






Tags: 


<None> 






Folder: 


<None> 






Type: 


LVM over iSCSI 






^iize: 


4 MB used of 150 GB total (0 B allocated) 






SOUD: 


23030303030303030 






UUID: ^^ 


15f6e8f2-S39d-a934-Sb38-dl022ac4aab6 







Status 



Multipathing 



I -r-' 
I Pi 



k 
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Now install the Windows 2008 virtual machine on the new 
added iSCSI Virtual disk storage and run lometer in order 

to check the performance. 
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Step 20 



Verify the performance with 
Jometer" running on 



|o Iometer 



\S 



Dlal^NJ® 1 1 _^j «» i 



Topology 



B-JJI-V All Managers 

El-H WIN-0PR33S8MU 

Q Worker 1 

Q Worker 2 

Q Worker 3 

Q Worker 4 



iL 



J jJ 



Disk Targets ] Network Taf^sl Access Specifications Results Display J Jest Setup ] 



Drag managers and workers 

from the Topology window 

to the progress bar of your choice. 



Results Since — 
of Test 



Start t 



■ Update Frequency (seconds)- 
— I 



P date 1 2 3 4 5 10 15 30 45 SO oo 



Display ~ 
Total l/Os per Second 



AIIManag 



646.55 



1000 



Total MBs per Second 



Average I/O Response Time (ms) 



^^^m 


All Managers 


H61.64 


1000 


MM 


All Managers 


23.3625 


100 


mmmm j 



All Managers 



2024.3357 



10000 



Maximum I/O Response Time (ms) 



%CPU Utilization (total) 



All Ma nagers 



10.72% 



100% 



Total Error Count 



All Managers 



2J 



Test Completed Successfully 



Now you have completed the configuration of Multipath I/O on DSS V6 with XenServer. 
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Thank you! 
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